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1 — Descarregar os ficheiro VPN para Windows:

https://cloud.fmh.ulisboa.pt/index.php/s/MNpceX5UILmMUuES5

2 — Descarregar a aplicacdo OpenVPN Connect:

https://cloud.fmh.ulisboa.pt/index.php/s/VUgs2hVFK7cCvie

3 — A partir da pasta de transferéncias do computador execute a aplicacdo openvpn-connect

i Downloads

= » Downloads

ﬁ Home y TID d ay‘

2l Downloads
B Desktop
! Documents

' Pictures

" Music
B videos

Tl OpenVWPH Connect Setup — >

Welcome to the OpenVPMN Connect Setup
Wizard

The Setup Wizard will install OpenvPM Connect on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.
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https://cloud.fmh.ulisboa.pt/index.php/s/MNpceX5UILmMuE5
https://cloud.fmh.ulisboa.pt/index.php/s/VUgs2hVFK7cCvie
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Tl OpenVPM Connect Setup = 2=
End-User License Agreaemeaent
Please read the following license agreement carefully

CpenWPH Conmnmnecitt ETLD :

CpenWPH Licensse

CpenWPH Connecitt End User Licenses Dgrecement [ COpen™WERT
Commect ETLA)

1. Copwvright NHNotice: CpenWVPH Connect License;

I B 1 accept the terms in the License Agreement I

—
Print Back - . Cancel

[

Tl OpenVPMN Connect Setup — >

Ready to install OpenVPN Connect

Click Install to begin the installaton. Click Back to rewview or change any of yvour
installation settings. Click Cancel to exit the wizard.

Back [ I - Install I ] Cancel

"l OpenVPH Connect Setup — =

Completed the OpenVvPMN Connect Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Back [ Finish ]
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4 — Depois de a aplicagdo estar instalada, a configuracdo prossegue com os seguintes passos:
-Fechar tutorial:

OpenVVPN Connect — X

How to Import
VPN Profile from URL

£ Import Profile

URL FILE

UL
https:fflopenvpn.net

Please note tha
i RL ifit is

t wou can only import profile

supported by your WP

=13

If your WVPMN provider supports import from
URL, you can import a profile by entering
server's URL or IP address

-Aceitar uso de dados:

Openv P Inc. Data Collection, Use
And Retention

OpenVvPMN Inc. presents our updated
policies to transparently show howw we
collect, use, or retain your data. By clearly
and openly presenting the terms of our
policies we hope to maintain the trust and
confidence of all our valued customers. COur
priority is to educate and make it easy for
customers to undeaerstand what data we
collect, why we collect it, and how we use
it.

APP DATA USAGE

COpenW PN Connect is used 1o create WPMN
tunneals that connact to Access Saervers,
Community Openv PN Servers, and any
other third-party serwvice that works with
the OpenVvPhN protocol. OpenYPMN Inc. does

not have control over these servers, and
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-Escolher importar ficheiro em FILE:

OpenVPN Connect

— Import Profile

URL FILE
URL /
https://

-------

(D

-Escolher a localizagao do ficheiro VPN FMH:

OpenVPN Connect

— Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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-Na pasta de tranferénias do computador, selecionar o ficheiro FMH-ulisboav5:

@ Import Profile or Certificate
<~ - ~ ™~ s > Downloads

Organize - MNew folder

& Home

Downloads >
Desktop
uments
Pictures

Music

J
-
=
=
‘l.
-3
-
-

. v

File name: | FMH-ulisboaw5

OpenVVPN Connect

< Imported Profile

Profile Mame

vpncZl.fmh.ulisboa.pt [FMH-ulisboavs]

Server Hostname (locked)

vpncZl.tmh.oulisboa.pt

Username MNome de utilizador FIWVIH

8 5= poccword

Ceaertificate and Keay

None
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-Selecionar a caixa “Don’t show again for this profile” e continuar:

Missing external certificate
Please choose the external certificate for this

profile or continue if your profile allows to
connect without client certificate.

Don't show again for this profile

SELECT CERTIFICATE

/

CONMTINUE

5 — Ao Iniciar a aplicagao OpenVPN aparece a janela de autenticagao

OpenVPN Connect

Profiles

DISCONNECTED

]

vpnotp.fmh.ulisboa.pt [FMH-

VPNOTP (1)] '

Multi-factor authentication

Codigo de Sequranca
Response
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6—Necessaria a aplicacdo Google Authenticator para gerar o cédigo de validacéo

GETITON # Download on the

@ App Store

Instalar o autenticador "Google Authenticator"

= Google Authenticator

%

O Google
Authenticator da-lhe as
boas-vindas

Maior seguranca com o
Google Authenticator

Obtenha cddigos de validagdo para todas as
suas contas através da validagdo em dois Inicie sessdo para fazer uma copia de

Passos. seguranga dos codigos para a sua Conta
Google

Ainda ndo existem cédigos do Google
Authenticator aqui.

———p  Adicionar codigo

Podera ou ndo iniciar AlCiar easea
sessdo0 com a sua conta
pessoal do Gmail GOOgle

0 David Ventura ;
— Continuar como David

Usar Authenticator sem uma conta



https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US
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Configure a sua primeira conta

Utilize o codigo QR ou a chave de configuragdo das
definigbes 2FA (do Google ou de um servigo de
terceiros). Se tiver problemas, aceda a g.cof2sv

(6] Lercddigo QR

Introd. chave de configuragdo

Pretende importar as contas existentes?
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Para ler o cédigo QR que ligara a sua conta FMH ao "Google
Authenticator” siga o seguinte link:

https://mfa.fmh.ulisboa.pt/#!/login

1° passo:
Aceda com as suas credenciais da FMH para proceder ao proximo passo:
N

Enter your usemame and passwoed and click Log In 20 authenticate

Please sign in

2° Passo:
Na barra lateral esquerda tera de escolher a opgéo de “Enroll Token”

\J

Lo ]

vl

e 0 Takens Sl Oventina @eqasmoni edu pt (user!

seriale | Y typee Y actives descriptions | Y falicountere rofout statee

\ TOTPOM2CS  toip [ acte | 0

m =

Y


https://mfa.fmh.ulisboa.pt/#!/login
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3° Passo:

Clicar no botdo “Enroll Token”.

Enroll a new token

Token data

B Generate OTF Key on the Server

OTF lengeh

Time st

Hasm Xigornmm

=]

4° Passo:
Devera aparecer uma janela com um codigo QR no espaco que esta em preto ha seguinte imagem

- O S

= Enroll a new token
5 Exvoll Token M sena
0 /  ,> — LI you ate ;n couﬁ m;x Someone j

else 3aw It piease reagensrate the R Code, when no
one #ise i3 watching
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Ficara disponivel o codigo gerado através no Google Authenticator (cédigo
exemplificativo)

'E-Dngle Authenticator

E|;|.;|',|‘-.-1::| niz: dwent uraegasmoniz.edu ot TO

6/1817 )

Depois de ler o cadigo OF,
este val ser o resultado,
samipre gque fizer lagin
numa plataforma da FWH,
tera de inserir o cadigo
geradao.

E gerado um novo codigo a
cada 30 segundaos.
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7 — Voltar a aplicagdo OpenVPN e janela de validagdo, colocar o cédigo gerado no Google Authenticator
e “SEND”

Multi-factor authentication

Codigo de Seguranca

Response

8 - Ligacdo da VPN com sucesso:

OpenWVPN Connect

Profiles

CONNECTED

@ vpneZl.fmhoulisboa.pt [FMH-

ulisboawvs]

CONNECTION STATS

13.3KB/s
|
L
4
OB/s
496 B/S ¢ 729 B/s
00:07:11 0 sec ago

-
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